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Notes/Domino: The Gold Standard for e-mail Security

! World's largest deployed public key infrastructure
– Every user operate with an RSA-based certificate

! Application level security guards against Internet-style attacks
– Resists address book harvesting, worms, executables
– Execution control lists (ECLs) that “mistrust by default”

! Security foundation – In the DNA
– Certificates, strong passwords, file/protocol encryption…
– Object level access control, roles-based security, revocation…

E-mail security is harder, more important than ever

! Spam, Phishing, and Malware comprise up to 90% of all SMTP 
traffic
– Costly in bandwidth and CPU
– Company image and employee satisfaction

! Attacks now a sophisticated, specialized, for-profit business
– Organized crime and terrorist funding
– Targeted industrial espionage and financial fraud

! Sensitive information – and risk – proliferates
– Intentional and inadvertent loss of confidential content
– Theft of data and interception of data in motion



E-mail-borne attacks change rapidly
Spam Volumes

Spam Types

Spam URL Lifespans

Spam Domains

 Source:
 IBM X-Force       
Research 2009

Dynamics of Security Integration

“Silo” Security

Integrated Security

Effort / 
Complexity

Effectiveness



Optimized SMTP Protection For Lotus Domino 

! Enterprise grade spam filtering software
– Featuring IBM Proventia Spam/Malware blocking technology
• Dynamic Host Reputation (IP Filtering)
• Multi-layered message analysis
• Signature and Behavioral Antivirus
• URL matching for phishing and spyware
• End user quarantines, block/allow lists

– Optimized for Lotus Domino customers
• Easy to acquire, deploy, administer and support
• Aggressive integration roadmap (vertical/horizontal)

! Preemptive protection against threats 
– Rules/Policy engine for content protection (incoming/outgoing)
– Integrated IBM Proventia intrusion prevention system



Per-User Software License

Deployment Flexibility

World class technology

Virtual Appliance

Proventia

Notes/Domino 
integration

Physical Appliance
(IBM x 3250, x3350, x3650 M2)

...But works for all e-mail systems!

Roadmap

Q3 2008
Lotus Protector for 

Mail Security 2.1

Capabilities, packaging, and 
release dates subject to change

Q3 2009
Lotus Protector for 

Mail Security 2.5

Q3 2010
Lotus Protector for 

Mail Security 3.0

●Initial Lotus release
• 6th generation of core technology

●Dynamic IP Reputation Filtering
●TLS encryption
●Appliance or VMware form factors

●Standardized Linux platform
•Uses standard  xSeries hardware
•Vertical Notes/Domino integration
•Notes-based Block/Allow list, quarantine 
management
•Zero level analysis
•Scalability and performance

• Active/active clustering
●Internationalization, automated licensing

●New filter form factors
● On-Domino filtering
● Cloud-based (SaaS) filtering

●Additional Notes/Domino 
integration

•Enhanced Notes sender 
management features
•Native Notes spam folders
•Domino Administrator integration
•Enhanced directory support

●Optional protection for Sametime, 
Quickr, Connections



Objective Spam
! Pharma, sexual, stock scams etc.

– Protector for Mail Security stops 
objective spam cold at the gateway

Subjective Spam
! Newsletters, mailing lists, event 

invitations etc.
– Notes integration lets users block 

subjective spam senders 
permanently

Notes Inbox Integration
Gives end users complete control over ALL unwanted e-

See something you don't 
want in your inbox?
Block sender forever!



Manage blocked messages – 
both spam and blocked 
senders – right within Notes!



Manage your 
blocked senders

Allow senders you 
trust



Today: Two main types of spam filters

IP Reputation (SMTP  layer)
! Drops connections from known bad domains or IP addresses
– PROBLEM: More than half of spam is now originating from “trusted” 

domains

– Tune low and lose effectiveness; tune high and overblock

Content analysis (e-mail received)
! Detects spams through sophisticated analysis, using multiple 

specialized modules
– PROBLEM:  computationally intensive (write to disk, read to memory, 

analyze, delete)

– Ever-increasing spam volume can overwhelm best filters

Zero Layer Analysis (ZLA)
How we're staying ahead of the spammers with IBM X-Force 
Innovation

Real-time inspection of e-mail

Zero Layer Analysis
! Uses optimized subset of full filters
! Analyzes bits sequentially in streaming mode
! Drops SMTP connection instantly when determined to be spam
! E-mail that passes ZLA is still inspected by full filter set
Benefit: Massive increase in throughput with no loss of efficacy

Zero Layer Analysis (ZLA)
An innovative approach to high performance and high efficacy

Content 
FilterZLA

IP 
Connection 

Filter

Spams 
Caught



Popular Filter Deployment Options

  

Edge Appliances

Clean

There are multiple approaches to spam and virus filtering, often with redundancy 
• Edge appliances and cloud services filter SMTP, but don’t see internal mail
• Cloud services allow less control by the customer and tends to have less filter efficacy  
• Server tasks clean all mail, but impose cost to server CPU

Server Tasks Clean

INTERNET

Filter Process



" Proprietary Research
" Bayesian Filter, URL Checker, Meta Heuristics, Flow Control, Structure Analysis, 

Phishing detection, Fuzzy Fingerprints, Behavioral Antivirus...

" Spam/Phishing Database
" 80 million spam signatures in the database

"2 million new signatures per day
" > 98% effective against spam
" < 0.001% false-positives

IBM X-Force Research

" URL Database
" 9.3 billion evaluated web pages and images

"150 million new pages each month
"150,000 new categorized sites each day

" 100 million URL filter entries
" 68 categories of spam URLs
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Policy Editor

Granular Policy 
Control



IBM xSeries deployment options

1. No operating system needed. Lotus Protector software includes a Linux operating system
2. Different CPUs will work and may only change throughput results
3. Different memory sizes will work and may only change throughput results
4. Requires a DVD ROM minimum to install Lotus Protector
5. Controllers BR10i, MR10i, BR10il required for Raid. MR10i must be used with more than 2 Raid mirror sets
6. The 10k or 15k RPM disk speed is recommended. Different disk sizes and speeds will work and may only change throughput results.

· Minimum storage size if you do not plan to retain blocked spam = 40GB.
· If you plan to retain blocked spam, your approximate minimum storage per disk = 40GB + (emails/day x retention days x 0.000007 GB)

7. A redundant power supply is not required but provides more reliability
8. These network cards have been verified for this use.
9. Minimum warranty. Many other warranty and repair options can be selected
10. Measured filtering of incoming internet emails of average 19kB size with pre-filters turned off. IP pre-filtering and SMTP pre-filtering increase throughput.

Resources

www.ibm.com/lotus/protector/mailsecurity 
! Feature Description
! Brochure
! Specifications
! White Papers
! Demo, Video
! ICSA Certification
! X-Force Statistics Graphs
! Support
! How to buy
! Product Documentation…



Questions?

http://www.ibm.com/software/lotus/products/protector/

Vielen Dank



Legal Disclaimers
© IBM Corporation 2008. All Rights Reserved.

The information contained in this publication is provided for informational purposes only. While efforts were 
made to verify the completeness and accuracy of the information contained in this publication, it is 
provided AS IS without warranty of any kind, express or implied. In addition, this information is based on 
IBM’s current product plans and strategy, which are subject to change by IBM without notice. IBM shall 
not be responsible for any damages arising out of the use of, or otherwise related to, this publication or 
any other materials. Nothing contained in this publication is intended to, nor shall have the effect of, 
creating any warranties or representations from IBM or its suppliers or licensors, or altering the terms and 
conditions of the applicable license agreement governing the use of IBM software.

References in this publication to IBM products, programs, or services do not imply that they will be available 
in all countries in which IBM operates. Product release dates and/or capabilities referenced in this 
presentation may change at any time at IBM’s sole discretion based on market opportunities or other 
factors, and are not intended to be a commitment to future product or feature availability in any way.  
Nothing contained in these materials is intended to, nor shall have the effect of, stating or implying that 
any activities undertaken by you will result in any specific sales, revenue growth or other results. 

IBM, the IBM logo, Lotus, Lotus Notes, Notes, Domino, Quickr, Sametime, WebSphere, UC2,  PartnerWorld and 
Lotusphere are trademarks of International Business Machines Corporation in the United States, other 
countries, or both.   

Java and all Java-based trademarks are trademarks of Sun Microsystems, Inc. in the United States, other 
countries, or both.

Microsoft and Windows are trademarks of Microsoft Corporation in the United States, other countries, or both.
Linux is a registered trademark of Linus Torvalds in the United States, other countries, or both.
Other company, product, or service names may be trademarks or service marks of others.
Product release dates and/or capabilities referenced in this presentation may change at any time at IBM’s sole 

discretion based on market opportunities or other factors, and are not intended to be a commitment to 
future product or feature availability in any way.


